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The Integration Vendor Vetting Checklist
A 30-point due-diligence framework covering GDPR Article 28, DORA, NIS2, SOC 2, ISO 27001, and
Know Your Vendor (KYV) requirements. Use this before granting any third party access to production
systems.

1. Corporate identity & beneficial ownership

■ Verify legal entity name and registration number with the relevant company registry (Companies House, SEC
EDGAR, MCA India, etc.).

■ Confirm year of incorporation matches marketing claims (years in business).

■ Identify beneficial owners holding ≥25% — flag any sanctions or PEP exposure.

■ Confirm registered business address is commercial premises, not a residential building.

■ Cross-check headcount against ZoomInfo, LinkedIn, and self-reported figures.

2. SOC 2 verification

■ Request the actual SOC 2 audit report under NDA — not a screenshot of a badge.

■ Confirm the report names a licensed CPA firm on the cover page.

■ Verify the report designates Type II (operating effectiveness over 6–12 months).

■ Confirm the report date is within the past 12 months.

■ Review listed exceptions and the vendor's remediation plan for each.

3. ISO 27001 verification

■ Obtain the certificate number and the name of the accredited certification body.

■ Verify the certificate on IAF CertSearch (iafcertsearch.org) or UKAS CertCheck (certcheck.ukas.com).

■ Confirm the certificate scope covers the systems your data will touch.

■ Confirm the certificate is current (within the 3-year cycle and surveillance audited).

4. GDPR Article 28 readiness

■ Obtain a signed Data Processing Agreement (DPA) before contract signature.

■ Confirm a named EU Representative under Article 27 (required for non-EU processors).

■ Verify documented legal bases for each category of data processing.

■ Confirm a 30-day maximum response window for data subject requests (Article 12).

■ Confirm the supervisory authority is named and a DPO is designated where required.



5. DORA & NIS2 (EU regulated entities)

■ Confirm DORA-compliant pre-contractual ICT third-party assessment is documented.

■ Verify contractual audit rights, exit rights, and incident notification clauses.

■ Confirm sub-processor list is disclosed with notification rights for changes.

■ Confirm incident reporting timelines align with NIS2 (24h early warning, 72h notification).

6. Operational & technical controls

■ Encryption in transit (TLS 1.2+) and at rest (AES-256 or equivalent) is documented.

■ Role-based access control with least-privilege defaults and MFA on all admin access.

■ Audit logs are immutable, exportable, and retained for ≥12 months.

■ Defined RTO/RPO with tested disaster recovery and business continuity plans.

■ Background checks on personnel with production access; offshore subcontractor disclosure.

Red flags — stop the procurement

• Vendor refuses to share SOC 2 report under NDA.
• ISO 27001 badge displayed but no certificate number provided or no result on IAF/UKAS.
• GDPR claim with no DPA and no named EU Representative.
• Headcount, tenure, or client volume claims that cannot be substantiated.
• Production access requested before contract and DPA are signed.
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